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T. E. (Information Technology)
CLOUD COMPUTING

(Elective-11) (2019 Rattern ) (Semester-11) (314454 C)

Time: 2%2Hoursg| [Max. Marks: 70
I nstructions to the cahdiolates:

1) Answer Q3for Q2,Q.30r Q.4,Q50r Q.6, Q.7 0r Q.8.

2) Neat diagrams must be drawn wherever necessary.

3) Figureste thetight side indicate full marks.

4) Assume the Sujtable data, if necessary.

Q1) @ Write short note on following standards of application developer  [6]

) cLAMP

I LAPP
b) «Explain stepsto launch an EC2 inStance inAWS. [6]
c) Define Atom and RSS and différértiate-between Atomand RSS.  [6]

QR

Q2) @ Explain SAML and OAuthfas standards for Security. [6]
b) Define Bucket in Amazon S3 aqd differentiate between DynamoDB and
Amazon S3. [6]
c) Write short note on Windows A zure Platform architecture. [6]

Q3) @ Draw & explain General Architecture of Google File System (DES)?[6]
b) Discuss the terms’ Big Table, HBase and Dynamo €loud data'storesin

cloud computing. [6]
c) Discussthe terms Business Continuity and Disaster Recovery in cloud
Computing? [9]

OR
Q4) @ Draw & explain Genera Architectureddadoop Distributed File System
(HDFS)? [6]

b) Differentiate between Big Table and HBaséof cloud computing.  [6]
c) What arethe General Security Advantages of Cloud-Based Solutions?[5]
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Q5) 8
b)

Q6) 8
b)

Q7) 8

b)

Q3) 8
b)

Explain Cloud Mashupsfor Agility &Scalability in detail. [6]

Explain Data-Intensive Scalable:Computing. Differentiate between
Conventiona Supercomputer angData | ntensive Scalable Computing.[6]

Write a short note on Wirelgss’Sensor Networks (WSN). [6]
OR

Explain SociadNetworking site Twitter. [6]

Explain the tifferent Technologiesto build 1OT infrastructure. [6]

Explainthe Applications of the Internet of Things. [6]

) ~~dnventQry Management

i)  Route Generation & Scheduling

Wirite ashort Note on: Location Awase Application. [6]

Explain architecture of mobile cleud coniputing with diagram. [6]

Explainfollowing Concept withvdiagram: Automatic cloud engine.  [9]
OR

Draw and Explain maltimediael oud? [6]

Explain key issuesrelateq t0 energy efficiency in cloud computing?- [6]

Explain the Conceptof jungle Computing with adiagram? [9]
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[5926]-132
T.E. INFOGRMATYON TECHNOLOGY
(Cloud Computing (EL-11))
(2019 Course) (Semester - 11) (314454C)
Time: 2%2Hours] [Max. Marks: 70

I nstructions to the.candidatés,:

1
2)
3)
4)

Ql) a)
b)

c)

Q2) g
b)

Q3) a)
b)

Q4) 8

b)

AnswerQ1 orQ2,. Q3 or Q4, Q5 or Q6, Q7 or Q8
Neatdiagrams'must be drawn wherever necessary.
Figures totive right side indicates full marks.
Assume Sditable data if necessary.

Explain SAML and OAuth as standards for seetitity. [6]

Define Atom and RSS and differefitiate betwveen Atom and RSS.  [6]

Write short note on Windows Azaye Platform architecture. [6]
OR

Explain steps to launch anvizC2 instance in AWS Cloud. [6]

Explain Open Cloud£éasortium and Open Virtualization format.  [6]
Define Bucket in Amazon'$3 and differentiate between DynamoDB and

Amazon S3 +6]
Write a Short Note eicSimple DB [6]
What isfault tolerance. Explain characteristics of fautttolerance. [6]
What is disater recovery? Explain disaster recovery:iethads. [9]
OR
What is Recovery time objectives (RTOs) and'Recovery point objectives
(RPOs) [6]
Draw & explain Genera Architecture. Hadogp Distributed File System
(HDFS) [6]
List and explain the security issuesin cloud [9]

PT.O.



Q5) a)
b)

Q6) a)

b)

Q7) &)

b)

Q8) a)
b)

Explainindetail NASA's Nebula Clgugl.
Explain Supply Chain Management.
Explain the concept of FutureGrid.
OR
Explain Social Networking site Twitter.
Explain the different;Technologiesto build |OT infrastructure.
Explain the A pplications of the Internet of Things
) lhventory M anagement

i) ~ “Route Generation & Scheduling

Draw the Docker architecture and explain the corgponents
Biscussin brief: Comet Cloud
What's the difference between clandbets arie clouds

OR
Draw the kubernetes architegture and-explain the components
Differentiate between multimedialVsMobile Cloud
Write adifferent appiication-of Tabric and paints

TATEY
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T. E. (Infor mation Technology)
CYBERSECURITY
(Semester-11) (2019 Pattern) (Elective-l1) (314454 B)
Time: 2%2Hoursg| [Max. Marks: 70

| nstructions to the candidates:

1)
2)
3)
4)

Ql) g

b)

c)

Q2) &

b)

Q3) a)

b)

Q4) a)

Answer Q.1{on@.2, Q:5or Q.4, Q.50r Q.6, Q.7 or Q.8.
Neat diagrams must.be drawn wherever necessary.
Figuresfto/the right 'side indicate full marks.
Assuniedtiie suifable data, if necessary.

What js ¢yber forensics? Explain different processes in cyber forensics
Investigation process. [6]

Exjplain any three challengesfaced by Forensi¢expert in cyber forensics.

[6]

Write a short note any two toolsfor-Network forensicsanalysis.  [6]
@R

What is Malware Analysigand itskey benefits? Explain different types
of MalwareAnalysis. [6]

Explain any three chaliengesin E-mail Forensics? Explain any three
Forensic Investigations techiniques used in E-mail Forensic? [6]

How does Computer Foierisics differ from data recovery? [6]

What is Digital Farensics and its application? Explain.any two forensic

Hardware/ Softwaretool. [6]
Describethe processfollowed in preserving the Digitai-Evidencein Digital
Forensic. [5]

What istherole of digital forensicsin face and firngerprivit recognition? 6]

OR
Write a short on following methods (sed tocgereserve the evidence in
digital forensic before starting the analysis. [6]

)  Drivelmaging
i) HashVaue

PT.O.



b)

Q3) 8
b)

Q6) a)

b)

Q7) 8
b)

Q8) 8
b)

Why do we need digital forensics? Where can digital evidencesarefound?
[5]

Explain any three forensic Toolstised in Digital Forensics. [6]

Explain Social Engineeringattack spira model with the help of Diagram.[6]

What is mean Py Hsider Attack? What are types of it? [6]

What is “Phishing”{And How it works? Explain Phishing Attack with

the help df one example. [6]
OR

Which all preventive strategies can be used to prevent social engineering

attack. [6]

Explaitmany three Social engineering attackswith example. [6]

What aretherisk associated with social engineers and physical accessto
computers? [6]

Enlist any offences and related punistiment under I.T act 2000. [6]

Explainin detailsintelleCtual Property Rightsin Cyberspace. [5]

What are Positive Aspeets and-weak areas of ITA 2000? [6]
OR

What is mean by Security Audit? Explainits Steps. [6]

Write a short note.on: [9]

i) E-Commerce
i) E-Governance
Explaintheroleof Certifying Authority and Controller. [6]

¢

Y74
p

[5870] - 1152 -



Total No. of Questions : 8] SEAT No. :
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T.E.(IT)
WEB APPLICATION DEVELOPMENT
(2019 Pattern) (Semester - I1) (414464A)
Time : 2% Hours] [Max. Marks : 70

Instructions to the candidates:

D
2)
3)
4

01) a)
b)

02) a)
b)

03) a)
b)

04) 2)
b)

Answer Q.Lar €©.2, 3.3 or Q.4, Q.5 or 0.6, Q.7 or Q.8.
Neat diagroms must be drawn wherever necessary.
Figures'to the righi indicate full marks.
Assumd_suitabledata, if necessary.

Whatig MVC? Explain MV C architecture in detaii: [6]

Explain event binding and property binding in-angular with example. [6]

Fxplain different types of Hooks injReactdis: [6]
OR

What is TypeScript? List advantages & disadvantages of using it.  [6]

What is Pipe? Explain with/example. [6]
Explain Redux - Archite¢Cture1n detail. [6]
Explain ExpressJS as middleware with example. [5]
What is NoSQL? Explain different features of MongoDB. [6]
Explain callbacks'in NodeJS with suitable example: [6]
OR
Explain concept of routes in express with gxampie. [5]
Write code to create collection, insert data &ddelete data in MongoDB
using NodeJS. [6]
Explain NodeJS events with example. [6]

PTO.



05) a)
b)

06) 2)
b)

Q7) a)
b)

08) a)
b)

What is Mobile-First and Mobile Web;? List different Mobile Devices.[6]
What is jQuery Mobile? Explain Mobile jQuery Framework in detail.[6]

Explain any 3 events in jQuery<Mobile with example? [6]
OR
Compare jQuéerywith jQuery Mobile. [6]
What is jQuery’Mobile? What are the advantages and disadvantages of
JQuery Mabile? [6]
Write@d gode to-create a header and footer in jQuery Mobile. [6]
Explain midetail types of Elastic Load Balancer. [6]
What are the different components of VPC? [5]
What/s elastic beanstalk and enlist the advantages of using it? [6]
OR
Explain any three AWS Storage strvices. [6]
What is Elastic Load Balaricerand explain its working. [5]
What is AWS cloud? List ‘different services provided by it. [6]
¢33 OV
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[5926}-129
T.E. (Lnformation Technology)
WEB ARPRLICATION DEVELOPMENT
(2019 Pattern) (Semester - [1) (414464A)

Time: 2%2Hours] [Max. Marks: 70
| nstructions to the candidates:

1)
2)
3)
4)

Ql) g
b)

c)

Q2) g
b)

Q3) g
b)

Q4) &)
b)

Ansyer-four questions.

Figures tocthe right indicate full marks.
Assumersuitable data if necessary.

Neat diagrams must be drawn wherever necessary.

L ist and explain different typesof structura\directivesinAngular.  [6]
How would you demonstrate theterm weh framework? Give the reason

for using aweb framework. [6]
What isAngular JS? Explainitsteatses. [6]
OR
List and explain the feattires of \any three popular web frameworks. [6]
Explain MV C architecture with a suitable diagram. [6]
How would you use the term typescript? Give the advantages and
disadvantages of using!it. {6]
List and explain thefeatures of advanced MongoDB. [6]
Explain any four methods of console object in node.js with suitable
examples. [6]
Write a short note on PM2 microservices. [9]
OR
Explain the callbacksin node.js with a stitabl e example. [6]

What isthe purpose of map reduce? Explain itdvith a suitable example.
[6]
Write a short note on Mongoose ODM [9]

P.T.O.



Q3) 8
b)

Q6) 8
b)

Q7) 8
b)

Q8) g
b)

Explain the mobile devices and deskiop devicesin detail.

What isj Query? Explainitsarchitecturein detail.
What is CDN?How it is powerdul in web devel opment?
OR

Explain the mobiledevices.and desktop devicesin detail.

[6]
[6]
[6]

[6]

What is] Queny?isj Query amobile framework? If yes. explainin brief

What is aoage? Wiite a code to create apage inj Query mobile.

What 15V PC? Explain the components of VPC.

[6]
[6]

[6]

What 1s cloud computing? What are the benefits of clouid computing?

[6]

List andexplain the stepsto deploy the application aithe elastic beanstal k.

OR
What are the storage services previded by AWS?
What is S3 bucket and how to‘create abucket?

[5]

[6]
[6]

What is PUTTY? How to connect the EC2 instance with PUTTY?  [5]

® R %
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T.E. (Infor mation Technology)
COMPUTER NETWORK & SECURITY
(2019 Ratter n)y{Semester - 11) (314451)

Time: 2%2Hoursg| [Max. Marks: 70
I nstructions to the candidates:

1) Answer four guestions from the following.

2) Figyrestathe right side indicate full marks.

3) Draw the/neat sketches wherever required.

Q1) @ Bxplain with diagram layerd architecture &“giustered architecture for

sensor network. [9]
b) Comment on Adhoc Netwrok MAC layer with design issues, Design
goal. [9]

'OR
Q2) @ Explain the issues in designing-a Routing protocol for adhoc wirless
network. [9]

b) Explaindifferent issuesandchallengesin designing sensor network. [9]
Q3) @ Wha istheimportance & ‘fieed for security and explain network attack. 4[8]

b) Explaindifferent blogk Cipher muscles. [9]
OR

Q4) & Explaindistributed denial of service attacksin detaiis [8]
b) Explain with suitable examples what do you mean/by active attacks &
passive attacks. [9]
Q5) @ Write ashort notes on [9]

i)  Encryption

ii)  Decryption
b) ExplanRSA indetalls [9]

OR

PT.O.



Q6) a)
b)

Q7) 8

b)

Q8) a
b)

What isdigitel signature?What are agplication of digital signature  [9]
Explainfollowingterms. [9]
)  Cryptograply

i)  Symmetrigkey Cryptograply

i) Asymmnietrjc key €ryptograply

Write short-noteSion [9]

) /Maware

i) ~~"Phishing

i) ~MITA attack

Elaborate different cyber security palyciesin'detail and explain different

challengesin internet governance. [8]
OR

Explaintheterm cyber stalkirig. How/to idertity and detect cyber stalking.

Explain the types of gyba=crimes.
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T. E. (Information Technology)
DATASCIENCEANDBIGDATAANALYTICS
(2019 Pattern Y (Semester - 11) (314452)

Time: 2%2Hoursg| [Max. Marks: 70
I nstructions to the candidates:

1) Answer Q.1{on®@.2, Q:For Q.4,Q.50r Q.6, Q.7 or Q.8.

2) Neat diagramhsmust.bé drawn wherever necessary.

3) Figuresftorthe right'side indicate full marks.

4) Assuniedtiie suitable data, if necessary.

Q1) @ ExplainBigdata Ecosystem with suitable diagram. [7]
b) Explananatomy of Fileread and writein HDFS; [7]
c) Wiite and explain any two Hadoop shell comnsands. [4]

OR
Q2) @ Explain Map Reduce with propeteiagram for word count example. [7]
b) Explain Googlefilesystem. [7]
c) ExplanETL processing, \ [4]
Q3) @ Explaindifferent stepsin DataAnalytics Project Lifecycle [7]
b) Draw and explain Architectare of HIVE. [7]
c) Explaindifferent datatiansformation techniques. [3]

OR
Q4) @) Explaindifferentkindsof Big DataAnalysis. [7]
b) How data can be ingested in python. Write syrtax’in_python for the
same. [7]
c) Explainroleof visualizationinbig dataanal y1ics. [3]
Q5) @ Explaindifferent techniquesof Big Datavisualization. [7]
b) Explainchallengesin Big datavisualization. [7]
c) Writetwo datavisualization functionsfrgnymatplotlib. [3]

OR

' PTO.



Q6) a)
b)

Q7) 8

b)

Qg) &)

b)

Explain different toolsfor data visuatization. [7]
Explain scatter plot, histogram arid heat map with example. [7]
Write two data visualizationfunctions from seaborn. [3]

How Socia igdiaanaytics helpsin value creation? Explain with suitable

examples. [7]
Explainin brief'dataanalyticslifecycle. [7]
Explain bigdataval ueterminology. [4]
OR
Whai i's text mining? Draw and explain text midifig architecture and its
use, [7]
Explain Big dataanalyticsin resezarah. [7]
Explain big dataimpact on organizations. [4]
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T.E. (Infor matien Technology)
COMPUTERNETWORK & SECURITY
(2019 Patler m)(Semester-11) (314451)

Time: 2%2Hours) [Max. Marks: 70
I nstructions to the candidates:

1) Answer QLar Q2, Q3~0rQ4, Q5 or Q6, and Q7 or Q8.

2) Neat diagrams must be drawn wherever necessary.

3) Figuresto'the right side indicate full marks.

4) Assure’suitable'data if necessary.

Ql) @ Explan’DSDV & AODV protocol in detail. [9]
b) WiEite a short note on sensor network with crassification of protocols
used. [9]

OR
Q2) @ Explaindesignissuesand designrgoahin adhoc network MAC layer. [6]
b) Compare sensor network Wwith adhe¢'wireless network. [6]
c) Explainwith diagram glustered.architecture for sensor network. [6]
Q3) @ Explaindifferent block cipher modes. (8]
b) Comment on security, principles and security services. [9]

OR
Q4) @ What isimportarice and need of security?. [9]
b) Explaindistributed Denial of serviceattacks. [6]
c) Explain Electronic Code block (ECB) mode [6]

Q5) @ Explaindifference between symmetric and asyrmmetric key cryptography.
[9]
b) Explain DataEncryption Standardswith@iagram. [9]

OR

PT.O.



Q6) a)

b)

Q7) &
b)

Q3) a)
b)

Explainfollowing terms: [9]
)  Groups
i) Rings

i)  PrimeNumbexs

Explain diffic HaymanXey exchangein detail. [9]

What istyber teryorism? Write in detail example of cyber terrorism. [8]

Whati saman-in-the-middle attack (MIM)? Explainin detail. [9]
OR

Explain theterm phishing & SQL Injectionwith suitableexample.  [§]

Explaintheterm cyber stalking & cyber espionage with suitable example.
[9]
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[59267-128
T.E. (Informdgtion Technology)
DATA SCIENCE AND BIG DATA ANALYTICS
(2019 (P*attern) (Semester-1I) (314452)

Time : 2%; Hours| [Max. Marks : 70
Instructions to theondidatesé

1) Answdr QI or Q2] Q3 or Q4, Q5 or Q6, Q7 or Q8.

2) Neal diagramsSmust be drawn wherever necessary.

3)  Figunes toctheé right indicate full marks.

4) Assume suitable data, if necessary.

Q1) a) 1) Explain Google File system and its advantaggs. [5]
i)V~ Explain ETL in Big data. [5]
b) Explain Hadoop distributed file system. [8]
OR
02) a) 1)  Write 5 Hadoop ShellFparnmands. [5]

1))  Explain Role Job tfacker and’Task Tracker in Hadoop Architecture.
[S]

b) Explain Map Reduce withrproper diagram for word count example. [8]

03) a) Explain different types of Big Data Analysis techniques. [8]
b) 1)  Explain Different Data Transformation techniques: [3]
1))  What is datdset? Explain with python syntax ¢t2-different types of
dataset used in Big data. [6]
OR
04) a) 1) Explain Mean, Mode and variancé¢ ,and standard deviation with
suitable example. [8]
1)  Explain Data Standardization. [3]
b) Draw and explain Architecture of HIVE. [6]

PTO.



05) a)

b)

06) a)
b)

Q7) a)
b)

08) a)
b)

1)  How data visualization help Big-data Analytics. (4]
i)  List the conventional Data visualization tools. Explain any Two. [6]
Explain data visualization withthe help of example? What are the

advantages of data visualization? [8]
OR

Explain any 4 Fypes of-data visualization with example. [8]

1)  Explain diiferentdata visualization tools. [6]

1) Explain Data‘Visualization with Tableau. [4]

ExplainTextiining with example. [8]

Explaih Big Data Analytics Challenges in brief. [9]
OR

Explain four Big Data use cases. [8]

Explain types of Mobile Analytics. [9]

QDQ
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